
Corero SecureWatch® 

Monitored and Managed by Corero Experts

Managed DDoS Protection Services

Whether you are experienced with DDoS protection, or not, Corero’s SecureWatch 
Managed Services let you outsource all, or a portion of your SmartWall deployment 
to our experts – so you can focus on what you do best.

SecureWatch Managed Services are a comprehensive suite of configuration 
optimization, monitoring and mitigation response services. This round-the-clock 
service, delivered by Corero’s highly experienced Security Operations Center, 
is tailored to meet the security policy requirements and business goals of each 
SmartWall customer that engages in a SecureWatch managed service plan.

With SecureWatch Managed Services, SmartWall TDS and TDD customers 
receive expert DDoS services 24 x 7 x 365, starting with an organization-specific 
implementation, continuing with round-the-clock monitoring, and immediate and 
effective mitigation and response, in the event of an attack.

SmartWall® Real-Time DDoS Protection
Corero SmartWall® leads the industry with real-time, automatic, protection 
that keeps DDoS attacks at bay, without any of the downtime associated 
with other solutions. 

SmartWall uses a patented, 
innovative and automated, 
multi-stage detection and 
mitigation pipeline to 
ensure the highest 
possible efficacy. 
Protection is achieved 
while maintaining 
line-rate performance, 
to ensure legitimate 
traffic is not impacted by 
damaging false-positives, 
or a significant increase in 
latency.

SecureWatch Managed Service 
ensures protection is up to date based on 
the latest DDoS threat intelligence from the SecureWatch team and that all 
attacks are actively monitored to ensure optimal protection.

Real-Time 
Response
Detection and mitigation 
in seconds, rather than 
the minutes or tens of 
minutes taken by legacy 
solutions, ensuring online 
business continuity.

Automatic 
Mitigation
Accurate automatic 
mitigation delivers 
lowest TCO and 
enables your IT and 
security teams to spend 
more time defending 
against other threats.

Clear, Actionable 
Intelligence
Comprehensive visibility 
with reporting and 
alerting for clear, 
actionable, intelligence on 
the DDoS attack activity 
across the network.

Highly Scalable
Flexible and highly 
scalable deployment 
options from the latest 
infrastructure-based 
enforcement, to inline 
and cloud.



SmartWall SecureWatch® Visibility

For all SmartWall deployments, SecureWatch analytics shows the size, volume 
and type of packets in each attack, in real-time, with granular visibility into every 
DDoS vector used, right down to the data in the packets themselves, if needed. 

The SecureWatch team uses this to both monitor attacks as they happen, and 
provide detailed analysis and reporting on each attack.
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Initial Deployment Standard Installation & Deployment Service

SecureWatch Maintain Deliver Ongoing Upgrades and Baseline 
Policy Recommendations

SecureWatch Managed Full System and 
Attack Monitoring & Reporting

Introduction Training Online 2-Hour Introduction to Operation & 
Configuration Training

Operation Training 3-Day Operation, Configuration and 
Basic Analytics Training

Analytics Training 1-Day Detailed Analytics Training

About Corero Network Security
A leader in real-time, high-performance, automatic DDoS protection, on-premises and 
in the cloud, with comprehensive visibility, analytics and reporting. Enterprises, Service 
Providers, Hosting & Co-Location Providers, Edge Providers and the MSSP/MSP’s across 
the globe increasingly rely on Corero’s award winning DDoS solutions.  
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